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Abstract. Malicious software (malware) is a software designed to dis-
rupt or damage computer system, gain access to users’ account or gather
sensitive information. Malicious programs can be classified into worms,
viruses, trojans, spywares, etc. In recent years numerous attacks have
threatened the ability and operation of the Internet. Therefore, mecha-
nisms for successful detection of malicious software are crucial compo-
nents of network security systems. In this paper the use of selected data
mining techniques to malware analysis is investigated. A large number of
learning based methods have been developed over the past decades and
applied to complex data analysis.
Anti-malware protection and malicious campaigns identification have to
be supported by a comprehensive and extensive analysis of data on the
Web, and it is a hot topic nowadays. Data mining and learning methods
are commonly used techniques to detect malicious software. However,
in most investigations the analyses are performed on the data from ho-
mogeneous datasources. Novelty of the proposed approach assumes the
utilization of data taken from heterogeneous datasources, i.e., data taken
from various databases collecting samples from multiple layers of the net-
work ISO/OSI reference model. Assuming multi-source and multi-layered
nature of propagation of malware, the authors claim that such approach
should help to obtain better results with reference to a widely used anal-
ysis performed on data from a given database and a single network layer.
In this paper the methodology for automatic identification of malicious
campaigns based on the cross-layer analysis of different datasets contain-
ing data related to various types of malicious activities is presented. The
novelty of the approach is the cross-layer analysis, i.e., comparison the
attributes related to an attacker (source point) and a victim (end point),
and referred to different layers of the OSI communication model. Final
result is the project of a holistic approach for malicious campaigns identi-
fication. It combines several machine learning and data mining methods
to classify malicious incidents into malware campaigns.



48 Michal Kruczkowski, Ewa Niewiadomska-Szynkiewicz

1 Introduction

There are many different classes of malicious programs – worms, viruses, trojans,
spyware, etc. Massive, coordinated multi-phased attacks using many computers
(addresses, users, etc.) are called malicious campaigns. Mechanisms for effective
detection of malicious campaigns are crucial components of network security
systems.

Continuous monitoring and measurement of computer network traffic char-
acteristics is necessary. From an operational viewpoint, the Internet service
providers and organisations who fight with malware have to face the problems
of identifying malicious activity, determining its origin and how the network
infrastructure is being abused in order for the attackers to remain anonymous.
Because collected traffic logs are usually huge, we employ data mining techniques
to unveil significant information from the collected traffic.

Campaign identification determines groups of incidents that have the same
goal and employ the same dissemination strategy [1]. The research problem of
this paper is to identify malicious campaigns from data associated with malware
incidents. Based on the definition of malware campaign we proposed method for
malicious software identification.

In this paper a holistic approach for analysis of malicious campaigns is pre-
sented. Proposed analysis utilizes the particular combination of various data
mining and machine learning methods. Selection of techniques and their param-
eters has a key influence on accuracy of malware campaigns identification. The
case study takes into account a cascade of Frequent Pattern Tree, Support Vec-
tor Machine and Classification Graph used for malware campaign identification.
Comprehensive and extensive study confirms efficiency of considered approach.

1.1 Motivation

Our main motivation to write this paper is to propose a holistic approach for ma-
licious campaign identification. It combines the use of various supervised learning
based techniques to classify threat incident into malicious campaigns. Besides, it
employs data mining techniques to deal with these challenges and to propose the
malicious campaigns analysis method that deals with the evolutionary aspect of
propagating malicious software. Proof of the effectiveness of the presented ap-
proach is the experiment based on datasets from real database collecting samples
taken from heterogeneous datasources.

1.2 Goal

The ultimate goal of this research is investigation of usefulness of holistic ap-
proach for malware campaigns analysis. The authors claim that appropriate
selection and skillful processing of threat data can provide powerful information
for network security analytics.

The paper is structured as follows. Section 2 presents frequently used meth-
ods for threat analysis. In section 3 holistic approach for malware data analysis
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is presented. Section 4 presents the case study that utilizes selected techniques
for malicious campaigns identification. Outlook for further development of in-
vestigated approach is briefly described in section 6. Results are presented in
section 5 Finally, conclusions are drawn in section 7.

2 Related Works

In recent years an important direction of research in network security is devoted
to design and development of methods and tools for malicious software anal-
ysis and detection [2, ?,4–6]. The widely used approach to malware analysis is
based on the extraction of information about suspicious communication with
the system, the detection of IDS signatures and the generation of new IDS sig-
natures. Honeypot systems are often employed to detect, deflect or counteract
attempts at an unauthorized use of information systems. Other techniques uti-
lize algorithms inspired on a human immune system to detect and prevent web
intrusions [7, ?]. Malware samples can be used to create a behavioral model to
generate signatures, which are served as an input to a malware detector, acting
as the antibodies in the antigen detection process. In case of malicious botnets
a new trend is to use alternative communication channels, i.e., DNS-tunnelling
or HTTP instead of IRC to connect command and control (C&C) servers and
infected hosts [9].

A highly scalable and robust approach is to generate a graph based on a
malware data analysis and use a graph clustering technique [10] to derive com-
mon malware behaviour [11, ?]. The system call traces are used to construct
the individual behavioral graph representing the execution behavior of a given
malware instance. The method to generate a common behavioral graph repre-
senting the execution behavior of a family of malware instances by clustering a
set of individual behavioral graphs is proposed in [11]. To speed up the malware
data analysis by reducing of sample counts generic hash functions are applied.
The generic hash function for portable executable files that generates a per-
binary specific hash value based on structural data found in the file headers and
structural information about the executable’s section data is described in [13].

The key step in malware analysis is the identification of malicious campaigns.
This requires a comprehensive and extensive analysis of data taken from the In-
ternet. The common direction is to use statistic analysis [14] and data mining
methods [15]. The supervised learning algorithms are successfully used for data
classification taking into account the unique set of features. Wide range of ap-
plications of these techniques to malware detection is described in literature [16,
?]. The focus is on anomaly detection and similarity analysis of data samples
related to the malware programs and malicious campaigns[18, ?].

Study of inter-relationships among botnets through their spam campaigns
presented their long term behaviours is described by Thonnard [19]. The visual
analytics tool for graph visualization is introduced in work [20]. It demonstrates
the use of the tool on a large corpus of spam emails by visualizing spam cam-
paigns performed by spam botnets. However, in most papers devoted to mali-
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cious data analysis the focus is on homogeneous data. To identify the malicious
campaign (massive attack) one should analyse heterogeneous datasets contain-
ing malicious data concerned with various types of network attacks and related
events of the infections taken from a numerous sources and organizations.

3 Methodology

Approaches for malware analysis presented in scientific papers are dominated by
the use of different methods for threat data processing. Machine learning and
data mining techniques are frequently used. Normally, decisions are made based
on information about incidents taken from a single source and data are classified
based on individual attributes (IP addresses, URLs, domain names, etc.).

In the case of massive attacks detection, it is important to use as many data
as well. The utilization of information taken from different network layers (eg.
infrastructure, application). In addition, massive attacks can use various prop-
agation techniques, ie. phishing, spam, malicous URL links, etc. Thus, investi-
gation of correlations between the malicious incidents can significantly improve
efficiency of campaigns identification.

The holistic approach proposed in this paper is based on an analysis of threat
data collected by numerous sensors deployed in various networks and propagated
using various techniques. Analysed data are mutually related to various layers
of network communication model. Utilizaton of proposed analysis for malware
samples enables us to classify threat incidents into malicious campaigns.

Our approach assumes utilizaton of data mining and machine learning meth-
ods for classification of malicious incidents. Novelty in relation to the well-known
literature is the concept of several techniques combination including association
rules and supervised learning methods. It allows to use the complete knowledge
about network situation stored in multiple data repositories.

3.1 Holistic approach outline

This section discusses the author’s method of malicious campaigns analysis. In
the figure 1 the methodology of malware campaigns analysis is shown.

Malware datasets collected in a database are used as a input data into holis-
tic approach. We assume that the data samples are represented as a vector of
attributes (generally in different format):

data sample = [attribute1, attribute2, . . . , attributen]. (1)

Let us consider the sets of malicious data, respectively related to listed above
malicious events, i.e., data samples related to the following attacks: Sb – botnet,
Ss – spam, Sc – command and control, Su – malware URLs and Sp – phishing.
The goal is to detect the correlation among these datasets. It comes down to
show the relationships among values of relevant attributes related to the data
samples from Sb, Ss, Sc, Su and Sp datasets.



Holistic Approach for Malware Web Campaigns Identification 51

Fig. 1. Holistic method for malware campaigns analysis.

Firstly, we have to select the attributes that can be used to the campaigns
identification. In our research we consider cross-layer attributes assigned to each
sample collected in Sb, Ss, Sc, Su and Sp datasets. These attributes are presented
and described in tables 1 and 2. Moreover, they are related to various layers of
the reference OSI model. Next, the data are processed in four steps:

1. Data are preprocessed in order to construct normalized input dataset - at-
tributes used in classification are represented as a decimal fraction taking
the values from (0, 1) interval.

2. Frequent pattern analysis is performed in order to training dataset genera-
tion – assigning of a target value to data.

3. Simultaneous data classification by various classifiers. The classifiers are built
based on a training dataset (created by frequent pattern mining block) and
tested by completely different dataset taken from the database.

4. The results of classification are compared in evaluation block and final clas-
sification is performed.

The following subsections discuss operations that are carried out in the blocks
presented in the figure 1.

3.2 Data preprocessing

The process of malicious campaigns identification begins with the collection
of appropriate datasets containing information about network attacks that are
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taken from multiple heterogeneous datasources, ie. different organizations and
network security institutions. These data are stored in the knowledge database.
Conducting analyzes on the data with different structures, taken from different
repositories requires preprocessing. The initial data processing includes stan-
dardization and normalization. Final result of data preprocessing is a standard-
ized dataset with value from (0, 1) interval. Normalization refers to the attributes
used in the classification process, ie. IP address, source, ASN, CC, category. This
process is described in detail in the paper [21].

3.3 Frequent pattern mining

Frequent pattern mining belongs to widely used techniques for discovering inter-
esting relations between data items in large databases. It is employed today in
many application areas including malware detection, Web usage mining, etc. An
important and commonly used in detecting network attack, defining attribute
of an incident is a URL address.

In this case we extract the frequency correlation between selected attributes.
We decide to utilize frequency analysis, because it is obvious that frequency of
occurring of appropriate malware incidents determines the identification of mali-
cious campaigns. For example high frequency of occurrence of given IP addresses
and domain names in analyzed dataset suggests that these samples can partic-
ipate in malicious campaigns (the same or different). On the basis of such fre-
quency analyzes we assign class labels (target variable) for data samples. Then,
the resultant dataset is used for classification process as a training dataset.

3.4 Classification

In the classification blocks numerous different classification methods are imple-
mented (it depends on experimenter and computation power). All of them are
trained based on the same training dataset and tested based on testing dataset
taken from the database. The authors claim the use of several method enables
us to achieve better results than a single classifier, because the multiple clas-
sification methods complement each other and are able to extract knowledge
impossible to gain by a single method. In other words utilization of many clas-
sification methods is computationally aggravating, but can lead to improved
classification results.

3.5 Evaluation

Last block is used to compare classifier results. Each classifier as a result passes
tested dataset with assigned classes - classified dataset. Then it can be evaluated
based on defined classification criteria. The main task of the block is comparison
of these criteria values and extraction of final classification result. The rules of
evaluation depend on experimenter.
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4 Case Study

In this section we present the experiment setup based on the holistic approach
for malware campaign identification. Data processing scheme is presented in the
Figure 2.

Fig. 2. Data processing.

4.1 Experiment overview

Figure 3 presents the experiment setup. The n6 platform is used as the database.
Frequent pattern mining block implements Frequent Pattern-Growth algorithm
(FP-Growth). As classifiers three-class Support Vector Machine (3-SVM) and
author’s classification graph are implemented. The classification results are eval-
uated as follows:

1. if both classifiers predictions are in line (predicted the same class value {+1}
or {0} or {−1}) then the class is treated as a final prediction,

2. if one classifier predicted class {+1} or {−1} and second predicted class {0}
then class {+1} or {−1} is treated as a final prediction,

3. if classifiers predicted completely different classes (one predicted {+1} and
second {−1} or vice versa) then the final prediction is assigned to class {0}.

The following subsections discuss the blocks presented in the figure 3.

4.2 Database

The proposed experiment used data from a real malicious software database
provided by the n6 platform [22] developed at NASK (Research and Academic
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Fig. 3. The setup of the experiment.

Computer Network). The n6 platform (Fig. 4) is used to monitor computer
networks, store and analyse data about incidents, threats, etc.

The n6 database collects data taken from various sources, including secu-
rity organizations, software providers, independent experts, etc., and monitor-
ing systems serviced by CERT Poland. The datasets contain URLs of malicious
websites, addresses of infected machines, open DNS resolvers, etc. Most of the
data is updated daily. Information about malicious sources is provided by the
platform as URL’s, domain, IP addresses, names of malware, etc.

In the experiment five datasets characterised by different malware propaga-
tion techniques are utilized:

– Su – malicious URLs,
– Ss – spam,
– Sp – phishing,
– Sb – botnets,
– Sc – C&C servers.

In the tables 1 and 2 attributes associated with analyzed datasets are de-
scribed. Each of data sample corresponds with malicious incident. It is repre-
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Fig. 4. The n6 platform architecture.

sented by a vector of attributes. For the classification we utilize only compulsory
set of attributes. It should be noted that the format of these attributes are dif-
ferent, but the use of preprocessing enables us to obtain a normalized of values
of attributes used to classification process.

Table 1. Compulsory attributes.

Attribute Description

Time Time of occurrence of a incident in
Unix Timestamp format.

Category Category of a incident: 1-malicious
URL, 2-spam, 3-phishing, 4-botnet, 5-
C&C servers.

Source Source name that detected an event.
IP address IP address in byte-decimal format.
Country code Country code compatible with ISO

3166-1 alpha-2.
ASN Autonomous System Number.

Table 2. Optional attributes.

Attribute Description

Domain Full domain name.
Name Name of a incident (if is known).
MD5 A hash to a binary file with a threat.
URL address An Uniform Resource Locator.

4.3 Frequent pattern growth (FP-Growth)

In our research we use the frequent pattern tree structure (FP-tree) – a pre-
fix structure for storing quantitative information about frequent patterns in a
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database – and the FP-growth algorithm for frequent pattern discovery using a
divide-and-conquer strategy, both developed by J. Han et al. [23]. The FP-growth
algorithm operates in two steps: 1) the FP-tree compact structure is constructed,
2) frequent patterns are extracted from the FP-tree. In the first step the occur-
rence of patterns in the input transaction database is counted. Next, infrequent
patterns are discarded, frequent patterns are sorted in descending order of their
frequency in the database, and the FP-tree structure is built. Common, usually
most frequent patterns are shared. Therefore, FP-tree provides high compres-
sion close to tree root and can be processed quickly. Recursive growth is applied
to extract the frequent patterns. FP-growth starts from the bottom of the tree
structure (longest branches), by finding all patterns matching given condition.
New tree is created, etc. Recursive growth ends when no patterns meet the con-
dition, and processing continues on the remaining main branches of the original
FP-tree.

Fig. 5. Constriction of training dataset based on Frequent Pattern Tree exploration.

Values of thresholds MinSupp, mD are determined in order to generate train-
ing dataset. Based on these values the input dataset is divided into three sub-
sets. MinSupp is minimum support value specifying the threshold for frequent
tokens. In our case token correspond with a fragment of URL address resultant
from URL fragmentation (Sec. 5.2). For example if a MinSupp = 30% then
each token with support value less than MinSupp is treated as infrequent and
is assigned as {−1} – not participating in any campaigns. Others are frequent
tokens. While decision value mD determines minimal number of tokens occur-
ring in URLs needed to classify it to malicious campaign. In other words it mD

described how many tokens should be the same in URLs to treat these URLs
as a common malicious campaigns. Based on the mD threshold classes {+1}
– participating in malicious campaign and {0} – suspect are assigned to data.
The method for assigning classes to URLs is shown in the figure 5. It utilizes
MinSupp and mD value. These variables determines the assigning of target
values to the training dataset. All of analyzed URLs (data) are associated with
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malicious software. In proposed solution FP-Growth algorithm generates the ref-
erence data - assign class labels to the data vectors. Obviously, the situation can
occur that reference (assigned) datasets are known. Then the frequent pattern
analysis can be omitted in this case. Actually we have not got access to any
classified samples into malicious campaigns and we treat the resultant file from
frequent pattern analysis as a 100% confidence.

4.4 Three Class Support Vector Machine (3-SVM)

The Support Vector Machine (SVM) [24] is a supervised learning classification
method widely used in data mining research. The classical concept of SVM is
to classify each data sample into one of two categories: positive class denoted
by {+1} and negative class denoted by {−1}. Thus, the goal is to determine a
decision boundary, which divides data into two sets (one for each class), a plane
for n ≤ 3 or a hyperplane for n > 3, where n denotes the size of a dataset. Next,
all the measurements on one side of this boundary are classified as belonging
to {+1} class and all those on the other side as belonging to {−1} class. The
problem is that many such hyperplanes can be determined, and the best one has
to be selected. Hence, SVM tries to learn the decision boundary which gives the
best generalization. A good separation is achieved by the hyperplane that has
the largest distance to the nearest data sample of any class – a wider margin
implies the lower generalization error of the classifier. To select the maximum
margin hyperplane an optimization problem is formulated and solved for a given
training dataset.

3-SVM is a modification of the classical SVM that allows to classify samples
into three classes. The principle of the algorithm is based on solving three prob-
lems with two-classes each. Denoting the discrimination rule for three classes by
the expression:

fk(x) = sgn((
∑

supp. vectors

yiα
0,k
i (xi,xj) + b0,k)) ≡ sgn(f̃k(x)), (2)

for a given observation x, final decision rule k(x) becomes:

k(x) = argmax{f̃1(x), f̃2(x), f̃3(x)}, (3)

where fk(x) is discrimination rule, α0,k
i , b0,k are Lagrange function coefficients

for k-th class, xi is datasample, f̃k(x) is discrimination hyperplane.
For the 3-SVM classification we utilize normalized data from n6 platform.

The training dataset consist of attributes: IP address, source, ASN, CC, cate-
gory, class. Class labels of data are extracted from frequent pattern analysis.
Finally, the samples are classified to classes chosen by the majority of consid-
ered classifiers (in this case at least two). In this way samples are assigned to
the following classes:

– class {+1} - the samples participating in the malicious campaigns,
– class {0} - the suspected samples,
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– class {−1} - the samples not participating in the malicious campaigns.

The trained 3-SVM classifier can be used for classification of samples from a new
dataset based only on the knowledge about their attributes.

4.5 Classification graph

The author’s method – classification graph is generated based on the cross-layer
correlations between malicious URL incidents and of various datasets related
to various incidents: spam, phishing, botnets, C&C servers. It corresponds with
malicious campaigns and shows the relationships among these datasets based on
values of selected attributes. Correlation graph provides additional knowledge
about campaigns character and frequency. Finally the results are compared with
the results from 3-SVM classification. The classification graph is formed by ver-
tices and edges. The vertices represent all detected values of a selected attribute.
First attribute can be assigned to vertices: IP address (ip) and second to edges:
domain names (domain). In this way we can create bipartiate graph, where edges
represent IP addresses connected by common domain name. The classification
graph algorithm is based on a comprehensive multiple malware datasets anal-
ysis. It enables us to classify samples into three classes corresponding with the
campaigns:

– {+1} for heterogeneous and frequent samples – participating in the malicious
campaigns,

– {0} for heterogeneous and infrequent or homogeneous and frequent samples
– suspicious,

– {−1} for homogeneous and infrequent samples not participating in any ma-
licious campaigns.

A sample is heterogeneous if its IP address occurs in various types of datasets.
Otherwise it is homogeneous. While a sample is considered as a frequent (or not)
according to the following assumptions:{

IP k is frequent ⇔ Rf (IP
k) ≥ 0.5

N

∑N
i=1Rf (IP

i),

IP k is infrequent ⇔ Rf (IP
k) < 0.5

N

∑N
i=1Rf (IP

i),
(4)

where Rf (IP
i) is the function that calculates the frequency of the i-th IP address

and N is the number of samples. Finally, the classification graph algorithm works
as the classifier that divide dataset into three disjoint classes. The classification
graph algorithm is described in detail in the paper [21].

5 Results

5.1 Assumptions for the experiment

The experiment is carried out based on the following assumptions:
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1. In the experiment holistic approach for malicious campaign analysis de-
scribed in section 3 is used.

2. In the experiment data are taken from the n6 platform described in subsec-
tion 4.2.

3. Malicious URLs dataset is the investigation object. It consist of 10 attributes:
time, source, category, IP address, ASN, domain name, name, md5, URL
address.

4. In the classification graph datasets are associated with: spam, phishing, bot-
nets, C&C servers are utilized in order to detect the correlation between
these datasets and malicious URLs by domain names and IP addresses.

5. The experiment is used of identification of malicious campaigns based on
historical database that collects 100 000 samples (Tab.3).

Table 3. Characteristic of input malicious URLs dataset.

Number of URLs 100 000
Number of unique URLs 18 261
Number of unique IP addresses 11 002

It can be concluded that only about 18% of URLs and about 11% of IP
addresses represent unique values. This points to many correlations between
the analyzed threats and suspicion of massive attacks – malicious campaigns.

6. Construction of training datasets is performed based on exacted frequent
tokens by the FP-Growth algorithm. The minimum support value MinSupp
is fixed at 30% the number of occurrences of the token, which is characterised
by the highest incidence (one of the root neighbour in FP−Tree). All tokens
with the support value less than 30% are classified into a group of tokens
unrelated to any campaigns ({−1}). Other tokens were separated into two
groups based on the decision variable mD. The value of mD indicates to the
minimum number of frequent tokens required to classify a given URL as a
participant of malicious campaigns. In the experiment we assume mD = 3,
so all URLs with the number of frequent tokens greater or equal than three
are classified as {+1}, and less or equal to three are assigned as {0} (Fig. 5).

7. As classifiers results validation cross-validation technique with five folds is
used and evaluation criteria are defined below:
Sensitivity – Sens

Sens =
TP

TP + FN
, (5)

Specificity – Spec

Spec =
TN

TN + FP
= 1− FP

TN + FP
. (6)

Accuracy – CA

CA =
TP + TN

TN + FP + FN + TP
. (7)
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Area Under ROC Curve – AUC

AUC =

∑m
i=1

∑n
j=1 1y+

i >y−
j

mn
, (8)

Finally, based on the experiment we shows:

– results of operation and correctness of the design of the individual methods
in holistic approach for malicious campaign analysis,

– the interconnectedness of the experiment setup’s blocks,
– the impact of the training dataset size and test the results of data classifi-

cation.

5.2 Generation of training dataset

At first we analyze FP-Growth algorithm for training dataset generation ie. the
assignment of classes to the input data. The preprocessed URLs are extracted
from malicious URLs dataset. For the analysis each URL is converted and divided
into substrings (tokens) in accordance with the rules set out below:

– schemes removal:
′′http′′, ′′https′′.

– domain names mining (schemes and extensions removal):
′′www′′, ′′org′′, ′′com′′, etc.

– URLs fragmentation based on following separators:
′′/′′, ′′.′′, ′′?′′, ′′#′′.

The result of the transformation is collection of URLs containing transformed
addresses represented by sets of tokens.

Fig. 6. The FP-Tree of analyzed dataset a) zoom in campaign branch, b) general view.

Then, using the FP-Growth algorithm, the FP-Tree structure is built, whose
vertices are extracted tokens (Fig.5). The assumed values of MinSupp and mD

determine the distribution of classes into the dataset. This dataset is used for
classifiers in the learning process as a training dataset.

The distribution of classes in the training dataset is presented in the table 4.
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Table 4. Characteristic of training dataset.

Data participating in campaigns ({+1}) 33%
Suspicious data ({0}) 41%
Data unrelated with any campaigns ({−1}) 26%
Total number of data 100 000

5.3 Construction of 3-SVM classifier

Now, we consider the classifier model that implements 3-Support Vector Machine
classification method described in subsection 4.4. Data are classified based on 5
of the 10 attributes described in subsection 4.2 (IP address, source, ASN, CC,
category).

The classifier was trained based on training dataset that target values were
extracted from URLs frequent pattern analysis. Moreover the classifier was tested
by completely different dataset from n6 platform, ie. training dataset contains
one-day data from n6 platform and testing dataset contains data corresponding
with next day. Each of dataset contains target value based on frequent pattern
analysis. In the table 5 the confusion matrices for learning process are presented.
It follows that 82.3% of samples from class {+1}, 83.1% samples from class
{0} and 72.2% samples from class {−1} are correctly classified. It ensures the
accuracy value equals 80% and area under ROC curve (AUC) equals 97%. Other
values of classification criteria are collected in the table 6.

Table 5. Confusion matrix for cross-validation with 5 folds.

Classes {+1} {0} {−1}
{+1} 82.3% 9.8% 8.0%
{0} 11.8% 83.1% 5.1%
{−1} 19.4% 8.4% 72.2%

Table 6. Classification rating based on training dataset.

Criterion {+1} {0} {−1}
Sens 0.82 0.83 0.72
Spec 0.85 0.91 0.94
CA 0.80 0.80 0.80
AUC 0.97 0.97 0.97
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Subsequently, constructed classifier has been tested based on totally different
data taken from n6 platform. The results are presented in the table 6 and the
table 7. It should be noted that in this case the accuracy equals 76% and area

Table 7. Confusion matrix for test dataset.

Classes {+1} {0} {−1}
{+1} 67.8% 28.8% 3.4%
{0} 3.8% 93.4% 2.7%
{−1} 7.0% 34.2% 58.8%

under ROC curve (AUC) equals 89%.

Table 8. Classification rating based on testing dataset.

Criterion {+1} {0} {−1}
Sens 0.68 0.93 0.59
Spec 0.95 0.69 0.97
CA 0.76 0.76 0.76
AUC 0.89 0.89 0.89

In the next step we evaluate the influence of training dataset size on the
quality of classification. The results are presented in the figure 7. It is easy to
see that 100 000 samples in dataset size is sufficient to learning of these classifiers.

Fig. 7. Results of the selection of the optimal training dataset size and kernel core
function.



Holistic Approach for Malware Web Campaigns Identification 63

5.4 Classification graph

Another technique of classification is the author’s method described in subsection
4.5. It utilizes the training dataset constructed by the FP-Growth algorithm. The
table 9 shows the distribution of samples into three classes assigned as {+1},
{0} and {−1}. Furthermore it contains numbers of unique values of IP addresses
and domain names.

Table 9. Results of classification using correlation graph.

Class {+1} 41%
Class {0} 37%
Class {−1} 22%
Number of unique IP addresses 5 356
Number of unique domain names 7 045

The method is presented in detail in the paper [21].

5.5 Evaluation

In the last subsection we present final result of classification process. Table 10.
Now we should note that the resultant distribution of classes is quite similar

Table 10. Final results of classification.

Data participating in campaigns ({+1}) 37%
Suspicious data ({0}) 39%
Data unrelated with any campaigns ({−1}) 24%

to the training dataset. It proves the correctness of the investigated method.
Furthermore the results of classification based on testing dataset using holistic
approach for malware campaigns identification are compared with single SVM
classifier in the table 11. It is easy to notice the holistic approach significantly

Table 11. Comparative analysis of classification for malware samples.

Criteria SVM Holistic approach

CA 0.76 0.83
AUC 0.89 0.92

improve identification of malicious campaigns. The classification accuracy equals
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83%, but authors claim that these preliminary results can be improved in the
future.

6 Outlook

For further analysis we are planning to perform long-term experiments (sev-
eral months). Subsequently, the values of many properties (training dataset size,
selection of classifiers parameters, values of decision variables, etc) can be opti-
mized. On the other hand the long term analysis can provide interesting knowl-
edge about propagation of malicious campaigns in time as a dynamic, change-
ability, etc.

7 Summary

In this article, we propose the method for identification of malicious campaigns
based on cross-layer comprehensive analysis of malware datasets. The main idea
is to compare values of selected attributes related to the collected malicious soft-
ware and discover frequently occurring values of these attributes. The results of
the analysis are presented in based on defined evaluation criteria. The existence
of the same values of attributes in most datasets suggests the massive attack –
a campaign.

The case study for datasets taken from the n6 platform confirms that the ef-
fective analysis of a malware campaign needs comprehensive, cross-layer analysis
of data from the Web. We claim that the presented technique based on analysis
of datasets containing data related to various types of malicious software can
be implemented in the intrusion detection systems. It can be successfully used
to perform an analysis of dynamic, heterogeneous, unstructured and imbalanced
network data to preliminary detection of campaigns.
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